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DETAILED ACTION 

1. Applicant's response filed on January 8, 2008 has been carefully 
considered. Claims 31 and 38 have been amended. Claims 1-40 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

3. Claims 1-10, 13-25, 28-37, 40 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Reeds, III (U.S. Patent No. 5,724,427), hereinafter "Reeds", in 
view of Greene et al. (U.S. Patent No. 6,646,639 B1), hereinafter "Greene", and further 
in view of Bitterlich et al. (U.S. Patent No. 7,230,978 B2), Hereinafter "Bitterlich". 

Referring to claims 1 , 1 8, 31 : 
i. Reeds teaches: 

A method comprising: 

sequentially storing a plurality of results provided by a stream cipher 
output rule in a first, second, and third storage units (see figure 3; column 7, lines 20- 
31 ; and column 8, lines 1 2-1 8 of Reeds); 

providing a plurality of results from a pairing function, the pairing 
function pairing individual values from the first and third storage units that are at least a 
threshold value apart (see figure 3; column 7, lines 20-31; and column 8, lines 12-18 of 
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Reeds); and 

upon reaching the threshold value of the output rule results, serially 
rotating contents of the first, second, and third storage units (see figure 3; column 7, 
lines 20-31 ; and column 8, lines 1 2-1 8 of Reeds). 

However, Reeds does not specifically mention the threshold value. 

Reeds discloses storing the result of the encryption processor to a 
rotational state vector (see figure 3, element 320, Text c', 'rotational state vector', of 
Reeds). However, Reeds does not specifically mention storing the result into output 
buffers, such as a first, second, third storage units. 

ii. Greene teaches a method for improved occlusion clustering in 
graphics systems wherein Greene disclose using the threshold value to determine 
whether to perform an arithmetic operation (see figure 13, elements 1338, 1342; column 
24, line 57-59; and column 25, lines 10-15 '...new coefficients for the polygon's edge 
and plane equations', of Greene). 

Bitterlich teaches a reconfigurable channel CODEC (encoder and 
decoder) processor for a wireless communication system where in Bitterlich discloses 
the output buffer (see column 7, lines 19-27 "The memories 202 and 242 can be used to 
communicate data between processor cores and also serve as a central CODEC "bulk 
storage." A typical application within the field of communication devices in general and 
for the channel CODEC in particular is the use of these central memories for 
implementation of large input/output FIFO buffers, double/triple or general rotating 
buffering schemes and for the relatively large interleaving/de-interleaving buffers.", of 
Bitterlich, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Greene into the method of 
Reeds to use a threshold value to determine whether to perform an arithmetic 
operation. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Bitterlich into the method of 
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Reeds to use the central memories for implementation of large input/output FIFO 
buffers, double/triple or general rotating buffering schemes. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Greene into the system of Reeds to use a threshold, because 
Reeds teaches performing arithmetic operations on a rotational state vector (see figure 
3, element 310 'rotational state vector'; and column 5, lines 48-53 'In particular, the 
method may be used as a stream cipher in which one or more values of elements in a 
rotational state vector , used to encrypt a plain byte to yield a cipher text byte, are 
changed as a function of one or more of: the cipher text byte or the plain text byte.', 
Reeds, emphasis added), and Greene teaches use a threshold value to determine 
whether to perform an arithmetic operation. Therefore, Greene's teaching could 
enhance Reeds' system. 

The ordinary skilled person would have been motivated to have 
applied the teaching of Bitterlich into the system of Reeds to use the central memories 
for implementation of large input/output FIFO buffers, double/triple or general rotating 
buffering schemes, because Reeds teaches storing the result of the encryption 
processor to a rotational state vector (see figure 3, element 320, Text c', 'rotational 
state vector', of Reeds). Bitterlich teaches ""The memories 202 and 242 can be used to 
communicate data between processor cores and also serve as a central CODEC "bulk 
storage." A typical application within the field of communication devices in general and 
for the channel CODEC in particular is the use of these central memories for 
implementation of large input/output FIFO buffers, double/triple or general rotating 
buffering schemes and for the relatively large interleaving/de-interleaving buffers." 
(see column 7, lines 19-27 of Reeds). Therefore, Bitterlich's teaching could enhance 
Reeds' system. 

Referring to claims 2, 19, 32 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the correlation (see 
column 41 , lines 60-61 of Greene). 

Referring to claims 3, 20, 33 : 
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Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the threshold value 
(see column 24, line 58 of Greene). 
Referring to claims 4. 21 . 34 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the first, second 
and third storage units (see column 8, lines 12-18 of Reeds), and memory device (see 
column 7, line 15 of Reeds). 

Referring to claim 5, 22, 35 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the shifting (see 
column 27, lines 10-18 of Greene). 
Referring to claims 6, 23, 36 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the pairing (see 
column 5, lines 22-23 of Greene), and the table (see column 7, line 10 of Reeds). 
Referring to claims 7, 24 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the stream cipher 
keystream generator (see figure 3; and column 7, lines 20-31 of Reeds). 
Referring to claims 8, 25 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the first and third 
storage units (see column 8, lines 12-18 of Reeds). 
Referring to claims 9, 16, 29 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the initialization 
(see column 5, line 58 of Reeds). 
Referring to claims 17. 30 : 
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Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the delay (see 
column 42, line 1 2 of Greene). 
Referring to claims 10, 37 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the recursive 
algorithm (see column 3, line 13 of Greene). 
Referring to claims 13-14. 28. 40 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the fourth storage 
unit (see column 8, lines 12-18 of Reeds). 
Referring to claim 15 : 

Reeds, Greene, and Bitterlich disclose the claimed subject matter: a 
stream ciphering method (see claim 1 above). They further disclose the permutation 
(see column 9, line 46 of Reeds). 



4. Claims 11-12, 26-27, 38-39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Reeds, III (U.S. Patent No. 5,724,427) in view of Greene et al. (U.S. 
Patent No. 6,646,639 B1), and further in view of Bitterlich et al. (U.S. Patent No. 
7,230,978 B2), and further in view of Petersen et al. (U.S. Patent No. 7,170,997 B2), 
hereinafter "Petersen". 

Referring to claims 11-12. 26-27. 38-39 : 

i. Reeds, Greene, and Bitterlich disclose the claimed subject matter: 
a stream ciphering method (see claim 1 above). They further disclose the update rule 
(see column 50, lines 6-10 of Greene). 

However, they do not specifically mention the random walk. 
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ii. Petersen teaches a method of performing numerical computation 
wherein Petersen discloses the random walk (see column 41, lines 48-49; and column 
42, lines 3-9 of Petersen). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Petersen into the method of 
Reeds, Greene, and Bitterlich to utilize the random walk. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Petersen into the system of Reeds, Greene, and Bitterlich to 
utilize the random walk, because Reeds and Greene teach the updating rule (see 
column 50, lines 6-10 of Greene), and "In this test, the sequence is similarly to the 
cumulative sums test transferred into a random walk. The number of visits to certain 
states (values the cumulative sum can hold), which the random walk potentially passes 
through, is used to characterize the sequence as either random or non-random." (see 
column 42, lines 3-9 of Petersen). 

Response to Arguments 

5. Applicant's arguments, filed on January 8, 2008, have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Bitterlich. 

Conclusion 

6. Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Joseph Pan whose telephone number is 571- 
272-5987. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 



Joseph Pan 
April 23, 2008 
/KIMYEN VU/ 



Supervisory Patent Examiner, Art Unit 2135 



